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About Us

Summarizes IDCUBE's purpose, principles, and modern access control approach.

Our Journey

Outlines IDCUBE's evolution into a unified, platform-driven company.

Leadership

Presents leadership driving IDCUBE's vision, strategy, and execution.

Our Expertise

Highlights capabilities across access control, identity, cloud, and Al.

Access360 - Unified Platform

Unifies security, operations, and identity within one scalable platform.

Truly Open Framework

Maps Access360's open platform architecture.

Our Solutions

Covers access, visitor, attendance, analytics, and digital identity solutions.

Security & Compliance

Ensures cybersecurity, compliance, and protection of access data.

Clientele

Represents industries and environments using IDCUBE solutions.

Partner Ecosystem

Enables interoperability through integrations with diverse technology partners.

Global Presence

Showcases IDCUBE's footprint across global markets.



IDCUBE helps organizations across global markets manage how people access and navigate
their facilities, bringing security, control and clarity to increasingly distributed, dynamic
environments. As physical spaces become more connected and operationally complex,
access control is evolving from a standalone system into an integral part of everyday
business operations. The company builds platforms that bring together access, identities,
and everyday operations into a single system. Supporting multiple identity formats, including
cards, biometrics, mobile credentials, and QR-based access, it enables secure and flexible
access management across diverse facilities and global deployments.

Al-driven intelligence within IDCUBE's access control systems reflects its early leadership in
applying Al to physical access control. The platform analyzes access data to identify
patterns, detect unusual behavior, and highlight potential risks. This helps organizations
strengthen their security posture and make informed decisions.

Designed to work across both on-premise and cloud environments, these systems integrate
with existing infrastructure and enterprise tools, allowing organizations to scale without
disruption. With strong engineering capabilities and experience across global deployments,
we continue to develop solutions aligned with real-world operational needs.

Guided by the philosophy of “Secure More. Do More."”, IDCUBE continues to build
identity platforms for modern, distributed environments.

www.idcubesystems.com



IDCUBE envisions becoming the global benchmark for intelligent and
reliable access control.

Securing physical spaces to maximize business trust, efficiency, and
sustainability.

We engineer for zero-failure environments, where downtime isn't tolerated,
accountability is absolute, and systems perform under the highest operational
pressure.

Customers retain full control over their data and are free to choose where it is
kept, including within their organizational or national boundaries, with privacy
assured and use limited to its intended purpose.

What isn't measured won't improve. We embed analytics, prediction, and
continuous learning, turning security into an evolving, intelligent decision system.

We remove proprietary barriers, giving customers the freedom to integrate,
operate, and grow through open APIs and the technologies and partners they
choose.

We design for adoption, not just use. Intuitive, value-driven systems integrate
seamlessly into workflows, making security effortless and invisible in everyday
operations.

www.idcubesystems.com



IDCUBE's growth as a platform company has been shaped by its focus on building integrated
access control and identity management systems. With the development of Access360, the
company moved toward a unified, software-led approach to managing identities, access,
and facility operations within a single platform.

Through continuous deployments across enterprise and infrastructure environments, and by
expanding its partner ecosystem globally, IDCUBE has evolved into a provider of scalable
platforms designed to support complex and distributed security requirements.

Milestones

Introduced Access360,

a unified platform that
consolidates access
control, visitor
management, attendance,
and identity workflows
within a single architecture.

www.idcubesystems.com

Expanded the platform
ecosystem with
cloud-native deployment
options, enabling
centralized management

Established an e -
across distributed facilities.

that integrates with
multiple controller
ecosystems, biometric
technologies, and
enterprise systems.

Introduced Al-driven

Alnsights, transforming
access control data into

Delivered enterprise-grade
deployments across critical
infrastructure and
commercial environments,
validating the platform in
large-scale and
high-availability operations.

security analytics through

actionable operational and

Enabled multi-identity security insights.

authentication, supporting
smart cards, biometrics,
mobile credentials, and
QR-based access for flexible
and scalable deployments.



IDCUBE's leadership provides strategic direction and oversight for the organization. It
comprises the Executive Leadership, who guide the company's technology vision, business

growth, and overall governance.

Divyakant Gupta, Founder & CEO

Access control must move beyond enforcement
to intelligence, where every access event
contributes to stronger, more adaptive security.

Rishi Chahal, Co-Founder & CCO

The real value of access control lies in how
easily it fits into operations, scaling across sites,
simplifying management, and supporting
everyday business workflows.

www.idcubesystems.com



Our Expertise

Physical Access Control Systems (PACS)

IDCUBE develops enterprise-grade Physical Access Control
Systems to help organizations manage and monitor access
to buildings, rooms, and critical areas.

The platform supports multiple authentication methods and
integrates with various hardware technologies, enabling
secure and controlled access across facilities while
maintaining operational efficiency.

Identity Management

We manage every identity interacting with an organization -
from employees, contractors, tenants, residents,
executives, visitors, and security teams to vehicles.

Each identity is governed according to its role, privileges,
location, purpose, and security policies. Biometrics,
physical cards, mobile credentials, and other virtual
identities can all be uniquely assighed and managed
simultaneously within one unified platform.

This enables organizations to support different workforce
categories, operational needs, and regional requirements
while maintaining consistent security, traceability, reliability,
and administrative control.

Virtual Credentialing

Virtual credentialing allows users to access facilities through
secure credentials stored on their smartphones, reducing
reliance on smart cards and biometrics.

These credentials can be issued online through a central
access platform, making provisioning faster and easier.

The result is a secure, reliable, and seamless access

experience that improves user convenience across modern
workplaces and distributed facilities.

www.idcubesystems.com



Cloud-based Solutions
Worry-free IT IDCUBE's cloud-native approach follows an Access Control
as a Service (ACaaS) model, reducing dependency on
on-site systems while supporting scalability, remote
. management, and continuous updates.
We also enable cloud-based access control through private
cloud models that allow organizations to centralize access

management across locations while maintaining flexibility
in how infrastructure is deployed and managed.

Al-driven Analytics

Al-driven analytics moves access control beyond event
monitoring by converting access rights, occupancy,
alarms, device activity, and system settings into
measurable business intelligence.

Heat maps, live headcount, utilization trends, and footfall
patterns reveal underused spaces, unusual behavior,
peak demand, security gaps, and resource imbalances.

These insights help organizations prevent incidents, align
staffing with actual demand, optimize HVAC and lighting,
and reduce food, maintenance, and operating costs.
They also support compliance while enabling measurable
tracking of sustainability and carbon-reduction outcomes
across facilities and regions.

www.idcubesystems.com



AcCcess

360 The Unified Platform

Access360 is built on four core fundamentals: ldentity, Infrastructure, Integration and
Intelligence that together define how access is managed, secured, and continuously
improved across modern environments.

of modern access control

Open, infinitely scalable, and sovereign

Access360 is built on a modern, system-agnostic infrastructure designed for scale and flexibility. It
supports Docker containerized deployments and operates across diverse environments with
Operating System Agnostic (Linux, Windows and Database Agnostic (MS SQL, PostgreSQL
capabilities. The platform also enables loT (MQTT) Integration and a Multi-tenant fabric, allowing
organizations to adapt seamlessly across enterprise IT ecosystems.

The platform integrates with loT systems and enterprise applications through secure APIs, while its
multi-tenant architecture supports distributed deployments. Strong cybersecurity hardening and
alignment with standards such as SOC 2, GDPR, ISO 27001, ISO 27018, and VAPT help provide a
secure and resilient foundation.

Every identity, one trusted platform

Access360 brings all users and credentials onto a single, unified platform, eliminating fragmented
identity systems across facilities. It maintains a secure and centralized identity layer, enabling
organizations to manage access with clarity and control.

The platform supports a wide range of identity formats, including biometrics (face, fingerprint, iris,
vein), physical credentials (smart cards, UHF), and virtual credentials such as mobile IDs (BLE,
Apple Wallet, Google Wallet) and dynamic/static QR codes. This allows organizations to manage a
diversified workforce and multiple credential types from a single interface, without the need for
middleware.

www.idcubesystems.com
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Connecting systems to build a unified enterprise ecosystem

Access360 goes beyond standalone access control by acting as a central integration layer between
physical security, enterprise applications, and digital services. It connects with controllers, biometric
devices, smart card, PIN and QR readers, fire panels, elevators, intrusion sensors, video management,
intercom, key management, visitor management, BMS, PSIM, ANPR, and other facility systems. It also
integrates with HRMS, payroll, ERP, CRM, SSO, business intelligence, tenant and facility management
platforms, mobile wallets, messaging, scheduling, and navigation services.

By synchronizing identities, credentials, access rights, events, and workflows, Access360 reduces
duplicate data entry, eliminates disconnected processes, improves operational visibility, and ensures
consistent security-policy enforcement across people, locations, devices, and enterprise systems.

Proactive risk intelligence

Access360 embeds intelligence into access control by analyzing system data to identify risks,
patterns, and anomalies. It enables pre-emptive risk analysis using advanced models, including
LIE (Likelihood, Impact, Exposure) models and 50+ risk factors, delivering proactive and predictive
insights, vulnerability scores, compliance automation, and insider threat analyses.

Beyond security, the platform supports optimization by analyzing usage patterns and operational data.

This enables organizations to reduce power consumption, improve maintenance planning, and
optimize resource utilization, helping lower operational costs and enhance overall system
performance.

www.idcubesystems.com
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Truly Open Framework

The Access360 Framework brings together identity, infrastructure, integrations, and
intelligence to manage access across modern facilities. It provides a unified foundation for
connecting devices, credentials, enterprise systems, and analytics within a single platform.

Delivery Models

Identities

Al & Analytics
Core

Devices

Data Control

Cybersecurity

Integration

www.idcubesystems.com
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Our Solutions

IDCUBE's solutions extend the Access360 platform to manage access, visitors, staff attendance,

security insights, and digital credentials.

Together, the following solutions support simple and efficient management of identities and

facility access.

IDCUBE

Helix Al

A physical access control solution enabling
convenient and granular access management.
Supports on-premise or private cloud
deployment with secure infrastructure and
robust data control.

Experience managed cloud access control,
delivering secure, scalable entry management
anywhere by centralizing users, credentials,
permissions, and access events, eliminating
dependency on on-premise servers.

Access

360

master attendis

Smart, seamless Al-powered

Empowering dynamic and
access control

agile workforce

visit 10 nsights

Choose your visitor workflow Elevating security — from

reactive to pre-emptive

A secure and eco-friendly GreenlD mobile app for seamless

||m|' Green' D access to physical spaces through virtual credentials, visitor flow,

automation and more...

www.idcubesystems.com
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access master - Access Control

Access master manages and monitors access across
buildings and secure areas. It connects controllers, readers,
and identity credentials within a unified platform to verify
users and enforce access policies.

The system records access events, manages permissions,
and provides centralized control over facility entry points,
helping organizations maintain secure and well-regulated

movement across their premises.

attendic 5 - Time & Attendance

Attendio5 manages employee attendance using access
events and mobile check-ins, capturing entry and exit
activity across facilities. The system supports geo-fenced
attendance, on-duty requests, leave tracking, and
regularization, and integrates with HR and payroll systems
for accurate workforce management. It includes 5
configurable workflows covering office premises,
work-from-home, client or remote sites, on-the-move
roles, and non-standard work scenarios.

These workflows are designed to support diverse and
distributed work environments, enabling organizations to
track attendance consistently across different roles and
locations. From on-site employees to remote staff and
field teams, Attendio5 ensures reliable attendance
capture, reduces manual effort, and maintains accurate
and auditable records.

www.idcubesystems.com 14
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Alnsights analyzes access control data to provide clear
visibility into security and facility operations. It processes
system logs and events to highlight patterns, unusual

activity, and potential risks.

The dashboards present insights in a simple visual
format, helping security and operations teams understand
system performance and make informed decisions.

www.idcubesystems.com
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ezVvisit 10 - Visitor Management

ezvisitl0 manages the full visitor journey from
pre-registration to exit. It allows hosts to schedule visits,
send digital invitations, and generate QR-based visitor
passes, enabling visitors to complete registration before
arrival and reduce wait times. The system supports 10
configurable workflows across host-initiated, visitor-initiated,
and walk-in scenarios, combining automated e-gate access,
self-service registration, and security-verified entry.

These workflows are designed to balance convenience and
security, allowing organizations to adapt visitor processes to
operational needs and risk levels. This flexibility supports
diverse environments such as corporate offices, residential
complexes, and critical infrastructure, while maintaining a
secure and auditable record of visitor activity.

(U5} GreenlD - 1dentity & Credential
Management

GreenlD enables digital identity and mobile credential
management across facilities, allowing organizations to issue
mobile passes, dynamic QR codes, wallet-based credentials,
virtual identity badges, and e-business cards.

It also supports mobile visitor and attendance workflows,
including invitations, approvals, geo-fenced punch-in/out, leave
requests, and regularization. Users gain secure smartphone
access, reducing reliance on physical cards and printed
business cards, improving convenience.

15



Security & Compliance

Security and compliance are integral to IDCUBE's Access360 platform. The system
incorporates cybersecurity controls, encrypted communication, and platform hardening to
protect identities, credentials, and access data.

Access360 also aligns with recognized security standards and regulatory practices to support
secure and compliant access management environments.

Data Protection & Privacy

IDCUBE ensures data protection and privacy through secure data handling and controlled
access to sensitive information.

Access360 stores data in encrypted form to protect it from unauthorized access and applies
role-based privilege management to control who can view Personally Identifiable Information
(PIl). These measures help organizations safeguard identity data and maintain responsible
handling of personal information.

Certifications

IDCUBE's product suite aligns with recognized global security and data protection standards.
The platform supports compliance with SOC 2 Type II, GDPR, and ISO 27018, and
undergoes Vulnerability Assessment and Penetration Testing (VAPT) to identify and
address security vulnerabilities. These certifications and security assessments help
ensure strong data protection, privacy, and system reliability.

IS0 9001

CerTpIE®

Cerripie®

www.idcubesystems.com
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Clientele

IDCUBE serves 5,000+ customers worldwide. The solutions are used by organizations
across diverse sectors, including enterprise workplaces, banking, infrastructure,
hospitality, industrial facilities, and commercial real estate. The platform supports
environments where secure access, operational control, and scalability are essential,
enabling organizations to manage identities and access across their facilities.
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Partner Ecosystem

The platform integrates with a broad ecosystem of technology partners across access control
hardware, biometric systems, credentials, and enterprise applications. It works with multiple
controller platforms, biometric technologies, and security systems, allowing organizations to
build access control environments using the devices and technologies that best fit their

infrastructure.
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Global Presence

USA

IDCUBE Incorporation, Piscataway
20, Corporate Place South, 2nd Floor,
Piscataway, New Jersey 08854, USA

IDCUBE Incorporation, Milpitas
691 S. Milpitas Blvd., Ste. 217, Milpitas,
CA 95035

Toll-free: +1833 703 1765

UAE
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Contact: +971 43887900

www.idcubesystems.com

India

IDCUBE Head Office
B-19, Sector 2, Noida-201301 Uttar Pradesh,
INDIA

IDCUBE Manufacturing Unit
A-18, Kotla village extension, Near Sanjay
Jheel, Delhi-110091, INDIA

IDCUBE Development Centre

Cube 034, Victoria Park, Smartworks, GN
Block, Sector V, Kolkata, West Bengal, 700091
IDCUBE Regional Office

#20, 1st floor, 3rd Cross, Malleshwaram,

Bangalore-560003, Karnataka, INDIA

Contact: +9176761 10110

______________
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Scan here to
visit our website

IDCUBE

www.idcubesystems.com contact@idcubesystems.com
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